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Appendix 0.7.4.2
MANUFACTURER’S DECLARATION AND UNDERTAKING *

To: Government ICT Authority, Prime Minister’s Office

Re: Tender 10/18 for Government Payments Services (hereinafter: the ""Tender'")

I, the undersigned, , ID / Passport Number ,

of the company , Which is the manufacturer / official representative in

Israel of the manufacturer of the basic software ** [designate the appropriate] offered by the bidder

(hereinafter: the "Bidder™) in this tender, for the following components

, hereby declare and undertake as follows:

1. During the term of the Agreement, we undertake towards you and/or the sub-contractor for the
supply of the basic software, to provide full support to the Bidder, and to supply the basic
software, all as required for the Bidder to fulfill his obligations regarding provision of the basic
software according to the Tender.

2. We undertake towards you to assist in ensuring the continuity of assurance and warranty for the
basic software by cooperating in transferring the Services to a new supplier in the event that the
Bidder should be prevented from continuing to provide the Services.

[All terms — as defined in the Tender]

Name of Manufacturer:

Position with Manufacturer:
Date:

Signature and seal:

* |f there are a few different manufacturers of the basic software, there should be a separate form for each one
** In this case, the bidder will supply a confirmation by the manufacturer that the entity signed on this form is eligible as its

official representative
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PV OPAD DSIN YN
YN NNVAX WP MM YN NNLIR MNP WX YIS POV .23.1.19.10
TN NNVIAN PN DITVI
95 DYP NYIN) PININ MOONYN MIVAN NYIM TPYNN dNYA DY) Nydn .23.1.19.11
(MINR DO
NTNY DY 11929 5NN MIXRNN 29 DY (7)Y MLYP ,DXPOIT) YTNIN HYN¥NI NPV .23.1.19.12
DTNYND INA NPIND NIAYN 7272 1086 19010 PNY HWNND
.GDPR -n jpn mwr12 Tnyn noynn .23.1.20
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:NLIND M

s TINAN MMM MYOIIT DY NMIYD NIIWNN DY ,NOINNDT MININ NP1TN ¥INDN 532 VNN 1IYN

(3 Tier) 25w wIowY NN N9 0Y Front/Back m71sna wnymd panan : widn nsn .24.1.1
TN TI9)2 MM NI, DI WATY ON DN TON ,NPPOYN NPPNDN NIAOV ,NNSN -
NDWNN HY IHNNRDY

LDOMPYY ONDVP PA NN .24.1.2

JURIN VIT MNP 132N DI DINVIIND P NYNNOINPILVNY  .24.1.3

RN MITINY DINIAPA OMPY NPT NN . DONIP NP .24.1.4

YD DY NN NN PYIIDY /) TSN YN AN 12 INND DIPN YD HOWHOY I8 ANNRD ¥y .24.1.5
2 XANNRND WD AN YN

TSN VIIVIN NYIT DMPYY DY) IWIRNN XY : VITVINN NYIY (server side) MW DY) .24.1.6
Nvn

SSO noynd> mpwnnnm OTP ,0o5n ©0Y5 DY MNTIN2 NN OPPNN DNMN NIva .24.1.7
DON DXV MNTIN .PNIT HWNN DTN NPNIN Y9 DY TNXN 29 DY PRI HWNNa NHR»pn
DNOIWNN DTN 1DINN NITY PYNNY DY TIXD NN MNIN NN

NOND WNNUNN YPIANND DNA DT WNNWNNND DXV NYIAP NYa YN NDRY NN .24.1.8
NPIN MANN MYNNNA 09NN P ,Captcha 100 NNN 23971993 Up MY 0D 009
PRT 5NN DY 9202 NN TIVND DN DY PN 22OV TTINY

nBrute Force” »0n moapnn 1o Mypa M2 9N NNND DYNAN MNOA Ton A8mn .24.1.9
ND9YNA MNNDIDY DIVNNYN /WMDY NIVNY

.24.1

DS MININ

NN’ 292 WNR MIMD MYAIT PINY PADN DY ,NININID ,MIMD YN NNVIR MYOIT SY NIPN2
SY M PRINN 19 OX NIOX NN MYOITN PN INY DPNNNND NYITH DY INYDY Pt Dvnn
.AN22Y WRIN PNYOD NYIT

DY15M)N OMVYN DINDNN NN ININ NPN NPTID NPNYY MAPNNN MINND DY PIDN NINN
.M NODN

AP v6 -1 IP v4 51101192 Tnmnd a8mn

.DNSSEC -2 7mmn> 98mn

JHTTP 2.0 2 7m0 asmn

NN APYN WIS P INNIY T ,NINDND NN MNYAN TN 1NN NPW/MN’A TINM ININN
TIWONN NN DND 727 NIV RO NININ .7PNINP VNI NOD DOVNNYN X TUN NPINAD MY
NIAPA WINOYW DUV YD1 RONN YTHRN IR NN KD ONNDN NPN ISDPY D 0901 DIMNIND
.DINNRN NPNN

PON DYNN TIVIN M2 ITION ND XIP2 OMPYN D955 TIN 1IN IDOW/MNDAL TiNN> ININN
NN DY NP THN NITHIND ONNN2

ND (NPPNN OIOY ,11A%) DY 91 (M) MNPNN NP DY NN PINND IDPW/MMI TINM IINN
JPYNN KD YN MIMD MIVARD IDLWN ,1OYIN

(MYNONN NY) DYINIY INRD QONMY YR DMINY YNNN PINN 1IDOW/MINST TN ININN
.M2WAN 5935 VNN DIWPN JIV TN PN NDPW/MNA TN TN

.25.1

.25.2

.25.3
.25.4
.25.5

NN INIAP

.26.1

.26.2

.26.3

.26.4
.26.5

.24

.26

02-6664666 :19'70 9073523 n*7win' ,n'7wnna N ,1 17 78aN1 2NN ,'AYYNNRN YDA NIV
232 TINN 189 Ty



M7WNNN W7 men

77UNNn WX TN

gO\/ (0NVY) *noWNRNN 0IMYYNN MY — 10718 9901 21299 19910
NYUNND IYPNN MY — NHYUNNND YN TIVN Ny

NTNY YT TIN ,NDWIN YNINY 199 TN NPT MWD TN PINND NDPW/MNAT TINN> ININN
NVUYN YN YN IR DIVYN NN NPHY RO TN YN .N1PYLIdN nnn PN PCI-DSS ypna
.DOVNNWNRN NPVIN YD

,YAPONY MIVNID NNPNY NI TOVWYIN MDWIN Y DY YIVDN YN NPNIY MITVINID TINM AN
S0AYN MIYH JNNI 22N 2APYN TNNY

SNVNAN MOIVND 1AV IR NDD NV TIWR MIDWN TN DY NITHN MIYINRI TN ININN

.26.6

.26.7

.26.8

$NXOPN Y99 AN

YT DY NON DYNDOVND DNOTITH MYNN 1PN IUN MW NNIXONY NI NN IWAN> NN
(BOT) oo

: 102 MXID) MOPNN 2910 NN 21NN DIV NN IVAN 9XI)0N

CSRF .27.2.1

SQL Injections .27.2.2

Cross Site Scripting (XSS) .27.2.3

Broken Authentication and Session Management .27.2.4

.27.1

272

$IINND NN

LSPNUNN NN ) TPSPYON NN )N L,NIY NN )N ,ONAOW-1T D9 NN AWINY ANIND

INIUN TINDIN VIDD) NINND NYINY NIMND

: M2 XD, DOPINY NPTN NITIN IWIN 23570

INIUN N DY MY TNND NN NAOSD PN .28.2.1

(79091 P 12 MY [P M2INon 0N INRIUN NN WIIY Ny .28.2.2

10Y MNIN MDY, NPNNY XY MY, 095971 NNNINNN YOI0TH NIIN NNITN NOYNn - .28.2.3
VNN MDIWAD MIXIND NITHIN IWIRN NIIWNN

INIUR DIRNN N0 NNPON DY MTTINNND HLODMIN DY) GOV IWINRN NOWNN  .28.2.4
PPN NANN OINT DY OYNNN DIDID NN NOIWNN

DINNT MDOYN MNP0 NWNN DY MITTINNND PNINA NN TWAN TN

0N NN IWIN 191 (Fishing) 217 mINNIN 12 NN IWANRY IXINN

NPT NYA (19797 NOY TP D2IND 109) 19 Y09 DY WHnwNnd MPN MISN NINN VAN I8N

PIN NI

.28.1

.28.2

.28.3
.28.4
.28.5
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OWASP Top 10 Application Security Risks — 2017

A1l —Injection
Injection flaws, such as SQL, OS, XXE, and LDAP injection, occur when untrusted data is sent to an
interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter into

executing unintended commands or accessing data without proper authorization.

A2 — Broken Authentication and Session Management

Application functions related to authentication and session management are often implemented
incorrectly, allowing attackers to compromise passwords, keys, or session tokens, or to exploit other

implementation flaws to assume other users’ identities (temporarily or permanently).

A3 — Cross-Site Scripting (XSS)

XSS flaws occur whenever an application includes untrusted data in a new web page without proper

validation or escaping, or updates an existing web page with user-supplied data using a browser API that
can create JavaScript. XSS allows attackers to execute scripts in the victim’s browser, which can hijack

user sessions, deface web sites, or redirect the user to malicious sites.

A4 — Broken Access Control
Restrictions on what authenticated users are allowed to do, are not properly enforced. Attackers can

exploit these flaws to access unauthorized functionality and/or data, such as access other users’ accounts,
view sensitive files, modify other users’ data, change access rights, etc.

AS — Security Misconfiguration

Good security requires having a secure configuration defined and deployed for the application,
frameworks, application server, web server, database server, platform, etc. Secure settings should be
defined, implemented, and maintained, as defaults are often insecure. Additionally, software should be

kept up to date.

A6 — Sensitive Data Exposure

Many web applications and APIs do not properly protect sensitive data, such as financial, healthcare, and
PII. Attackers may steal or modify such weakly protected data to conduct credit card fraud, identity theft,
or other crimes. Sensitive data deserves extra protection such as encryption at rest or in transit, as well as

special precautions when exchanged with the browser.

A7 — Insufficient Attack Protection
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and automated attacks. Attack protection goes far beyond basic input validation and involves
automatically detecting, logging, responding, and even blocking exploit attempts. Application owners also
need to be able to deploy patches quickly to protect against attacks.

A8 — Cross-Site Request Forgery (CSRF)
A CSREF attack forces a logged-on victim’s browser to send a forged HTTP request, including the victim’s

session cookie and any other automatically included authentication information, to a vulnerable web
application. Such an attack allows the attacker to force a victim’s browser to generate requests the
vulnerable application thinks are legitimate requests from the victim.

A9 — Using Components with Known Vulnerabilities

Components, such as libraries, frameworks, and other software modules, run with the same privileges as
the application. If a vulnerable component is exploited, such an attack can facilitate serious data loss or
server takeover. Applications and APIs using components with known vulnerabilities may undermine

application defenses and enable various attacks and impacts.

A10 — Under-protected APIs
Modern applications often involve rich client applications and APIs, such as JavaScript in the browser and
mobile apps that connect to an API of some kind (SOAP/XML, REST/JSON, RPC, GWT, etc.). These

APIs are often unprotected and contain numerous vulnerabilities.
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(D) :PHYUM 729990 — 3 P99

:0°PNaN — NYYYI HYIan

27891 3.0.1 NADIA VIV I TPNOWNNN NYIN DY JPNY SNOVNNN DIDDYNN MDY

.(on premise) 117 YWNN NTIN WYY ,NTY NTIRMI 919990 NIIYNRN MPNH

L0 DUNN NN Y NN IR PRT HYNND DTN OYRIN INN Y SDAN NOWNRN DIPN

191N PODY VNI TONMY 9D

DOMIPY 22D PN HYNH DTN IYSAN ,NOIYNN 1D DD DY ANVIANM NVNN DN

NDY OV MLNN YNAN YHRN NITY TIT ,ONOVNNND DMIDUNN MDY 19D 18N DX TIVNNY

.1% 199 NIDN2 PODN NPINK DINN2

0T HWNN DTN DY YTHRN NNLIANY 12) DN NN NOVYIY THNYN NN NIIWNY

,ONNNA .NOWNNN YNNIV NPOOND DY NPVLIIPI NPIVNA AVNNNA TIND YN NOIWYNHN

STYUNRNN MV NNANN ,NIIYNY NIPIN SNO DY) NYIN NYIT

ST HNVAN — 2.19 NDIA VDN ,T15DI HNVIVIY NI MYOTT MYNNNI 7PN MIYNHN D N2V

(MY IR NNXR) NPNNN SOC MOIWNY 219 MM ,NVNY 1YY YN NNVIX MINTPR) DD

MONN 29V NN DDV 9D NT DINNA DMIPN DINPIVINDY DRNNA,PRTNN NN Y9 DY

RoRiyaly

D791 Out-of-Band nwHa 1onvo-7n NH2yNa y8ann ,27wn NOWNY Yy 1HN NIavn

.0079-7T PYNN 0o ,SNMP 115 ,797010 31101799 PON : NIYN) D»VIASA

(S) : D2WND NNVPVIIIN

MYNRN NNDNA NN, NYNIND NOIWND NNVPYLIIIN NN MINDY INND wNHn Yy 3.0.10.1
.0.10 NavYY

YT DY NYNINN NOIWNN TN ,NYITIN NINVPVIIIND YW MIVNPN DX PNNY WwSHN DY  3.0.10.2
NN NINNNDD TEND DNOVPLIIIN PIND WINN DY .NNT NNOVPVLIIIND MHYND TN
NN LT DY WYY DM GTN NN P NTIONT) NIIWNN YD) P DIVPN
9902 7 TNNY MYMITY MY TN NNVPVLIIIND 1Y J9IND

.9992) ©OPWIN DD, NYXIND NNOLPVIIIND 22290 TAN DI NN VI WINN DY 3.0.10.3

PR (appliance) Jpnna D191 02959 T9DN 1Y MNVPVIIIN PIN PXNY | 3.0.10.4
PNNY T OIVIPN —>TIY» NIV 110 DY DY 2>37 5512V NIND 1SN 1NN ,POOND
MMPHRIN PSN YSINN NTINN .NNY NPIIVIPNN DY NIIWNM 12357 P NTI9N
INPI-TN 2997 T HY NMIPNRNN PoNAY (Firewall) W nmIin 100 107X SYSNIN T Dy
20 MTIDY MONMNN DD )T DY YINN MYNN NN PSND W8N DY

IURD DN NADIN NPNIN NOIWNID sizing Y¥ID MIVIRD IR PNND w8pn Oy 3.0.10.5
;1NN PNY HYNN NN DY DINN YNIAN sizing -1 YIDND J9IX 1272 NVININ
MIPYIN MY DX MVN KY (scalability) sizing 182 > Dy Y WD NOOIN
PPN NYSNA

Docker, Software, : )02 ,981010 1 5y MONMY MNNOVYN NN PIND W8NPN Oy - 3.0.10.6

.Virtualization, Physical Appliance

3.01

3.0.2

3.0.3

3.04

3.0.5

3.0.6

3.0.7

3.0.8

3.0.9

3.0.10

.3.0
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REST, HTTP/S, 105 no7yna 0onmn DpIviNan 995 NX V190 wsnn Dy 3.0.10.7
JSON, XML

102NV — NI AN

My (High Availability) 99.99 5S¢ n1n91 nmay m»nia 75N AWARN NOIWWNN
("no single point of TPX Y M9 T Sy NNON MTIVA 1T YD (redundancy)
LDINNNN MW DD M2NN INXR NNIY Q0N ,DONIVN NN NIMPHR MwA failure”)
99002 N2 Y9I Pt Ywnn NN Sv (DR) 011N MYWINDM N2 IR 1PN NN
0RNNN NYIN 990  ACTIVE-ACTIVE Yv nnonna , 0119 M%) NN

PADN YT DY NYXINN NNXNY DXNNA L PNT HWNN DTN T DY YN DONIVD ¥ YD N2V
.DYWHNYNN NMINID OXNNA NITY DD, PNRT HWNN DTN YT DY NN WSNN

MIVON NYDA) NOYW DHN, D19 DXNIY N9 DY D1HNIVI DXNIVD NN PNIT DWNN NN NOTYN
W8N POON YT YY appliance NPION YV

INN TIT2IN WIS PODNNI NYYONN NIIYN NNV NN YIDID DR VDN PNINN

, DN T HY NINND IRINN NININD NNEN NN ,0.10 NODIY NIVHN NNDNL 1NN WNNN DY
oY) DMONIVYY DNV DY DIPMNY DX P2 TIMNY WNNN DY D0¥0 NYOITI NTNY THND
(S) .0»v»9 oONWY

3.1.1

.3.1.2

.3.1.3

314

.3.1.5
.3.1.6

19’1399 02N MOUNN

AYITOY YTINN 29PD ONNNA,PNT HWNN DTN YT HY YXID PNONND OYNNIN ¥IT D 9Na

: MYYINDD DN M)

DPNXON MWD NDY NN NPNN W PRI Hwnna 3.2.2.1

D2IPNRN MNYN NINND PN NN ,0.10 NODIY MYNN NNDNI INND WSNN DY 3.2.2.2
N2NN MOIYN DY DPYNRNN NN, NN DY MPNTN MYIT NN OMINNM NIIYNI
(S) .nrnNN

3.21
3.2.2

(N) : D8P 1998
(N) 901993 9908
(N) :nbanm 1908
:9YN20 MNYN

A% DWNND DTN NOIYNN MPNRD NYPN 992 NYPMIN 1ION» NORN P00 .3.9.1

:NYYON MOIYN

DN D02, NPIPIVAN ,NOYINN MIIVN DO NX,0.10 NODIY MYNN NNDNA 1NN WSNPN DY .3.10.1
(S) .127¥NN NINM N2V NOYINT MDY MAD NNY (MNP NITY NNI ,NOI ,ININ)

.MS- Windows -2 ' Linux-Red Hat n5yan mo9yna vindw oo nwuwyd PRt Sunn nma .3.10.2

2OVDT NYYANN MOIYN SNVWN NNX DY 1NN NMIITYN NINRDNA INND PAoN Yy ,NMIpn S5 .3.10.3

2Y MY AN NYIDIIN D2V DININA NOYANN NIIWN JIX DY MIYPNN PO Mminw 535 .3.10.4

% SWNN NN T

1422002  Ra R4~

,MS-SQL ,Oracle — 15,0 D»INDH DIMNN) YDX022 , AT HUNN NN YINY NUY) DD
.Mongo-DB -y MySQL

YR PONX TNYD ,YNINN DONNIN DD NN ,0.10 NODIT MIYNN NNDNL PXND WNNN DY
(S) 5095 3.2 pyoa LN

3111

.3.11.2

3.1

3.2

3.3
3.4
.3.5
.3.9

.3.10

311
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.1PADON INYSN NINDNA DININ YDI0 MIPYWIY NPADN NN INNND 790N DY
Sy NYPY MHNN NYIOIN, D220 DININA NHYONN NN JIN DY MIYPNN PHIND PINY DO
A% SWNN NN T

MIIADN NNNA PHRYIN YT DY SNRNPNY MM WWarRnY SDK noqy 55N noaynn
NN 89 10N nova N L JAVA | NET : mNan mnoan

TPNPIOAN MYNNNI DYWN M 1w TNXY SDK nd9y paod paon waT» v191
N2 DMOYNN MY DIVYN WNHOLND NVPIPOIN FNNANY IVINOY IRV
.DNOY PONNN

NN WVWINNNDY NYSIND NOIYD M1 NN ,0.10 NODIY MYNN NN INND WSNND DY
(S) . 7NN MOIYNIIWMNY NPYYNI MINDNT 1NN T DY N2 WIOIWN

Y990 NWIY P 1M NTIAY N0 IVNND ,0.10 NODIY MIVNN NINDNI 1OND WNNN DY
YUY MM IR DD IPI09/ PYNN NHX MYSNNIDY ,NIIWVNN NPRNN i)

Sv NIPN NN NHRMINN NN ,0.10 NADIY MIYNN NINDN PTHNDY INND W8N DY
DIPPYY TWON ,MXNY NTIY NDID |, TPONNA Y9890 DIPMIY ITND NN Y910 HvH
YN YONYND MY 2O NP MDapn/mNavn moIynd Mn [, 7onnn

21901 J9IN DY NITION

3.11.3
3114

YNNI MDY GTNHN NN NN INND ¥ 0,10 NADIY NIYNN NNDNA,NT PYDY MyNa

TAN2 7INAY ,NO9YNN O HOOD AW PNt Swnn RTNY AWaND poon by
, 27921 SSH |, SYSLOG ,WMI ,SNMP - 5 ,0o8an DD2pnn DXPIv1Nonnm
NOC -n 72y ,n59yvnY 00257 MIB »8ap it Swnn NN ay 10 1)

955 , VI NWY» NV 1VNIN NN YW (agent) MDIPN 121D MIPNN IWARN NIIWVHN
2VI20Y 1TV

900 Y DNMIN DMVMPN DX22D970 Y20 NN VNN JNIONN 2OV PTY PAON
»Y L oanvn ,vinwa URLs ,002wn oMb (services) DOMPY — D ,NoyNa
.2719) INVAN

YA NXINA YNINND ODDYY DM DXYININ VNN PIONN 2OV 1N PIDN
JON TMITIPI DY NVMIN NOIYNA WIT DYPY TN DY ,NOIYNI MINT DV MTIPN

PN NN s

PINH S L3131
.3.13.1.1
.3.13.1.2
.3.13.1.3

(S):ppnnnoYy  .3.13.2
.3.13.2.1

DY

.3.13.2.2

979 ININN

.3.14.1

MY yan M9

(NYWNNNIVN .3.15.1
.3.15.1.1
.3.15.1.2
.3.15.1.3
.3.15.1.4

.3.15.2

NAAYN AWONRN NONN : (Secured managed file transfer) 0Y9NNN DINAP HY NNVIINN NN

YTHN NITYWA NI2YN IN, MO0 WIDIW 7PN MNMINN NNN TWRD ,D0NIP
(N) : 19990 — NYPY awnm

(N) :52HWN MINN — MPY AaYNN

(N) : 999199 7390 — MPY VNN

.3.13

.3.14

.3.15

.3.20
.3.21
.3.22
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YN TNXD TOTIW TN TN THID/NT NYA (DLIYHD) YOPN ATV NOIWHN MY .3.30.1
NN DVIYON DIPWHNN
VIV NNYPNN D DWVWITIV DVION NN ,0.10 NADIY MIYHN NNDNI VIY WNPN Yy .3.30.2
(S) .2ompn
0NN MNONNN PHND DXV TPNDINY YINDN NN YT Pavn .3.30.3
(N) :nan9 MPV99 NNYPN  .3.31
NV NWY 332
7252 HTTPS 510179 Syn nwd) awarnn o955 .3.32.1
.(human friendly) >,y PwHNNI 19TOT MYSNNI YNINN NWNN - .3.32.2
000 pwnnd (REST - WS) pwnn mysnNa o) ysann nwnin .3.32.3
9NN PADY IDNMY PN HYNN DTN DONPNRY ONPNL Ty 1 WS -ndy  .3.32.4
APV 6 -2 7mnn noaynn .3.32.5
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NNIYNNH HYWIN — 3.0.1 NOD)

NINYYNHNND NYIN ST’

MOIWNY TIVNN DY DOUWNNYNRM YTNRN MOIWN DV NP IWIRD DTV THINOVNNN NNVPNN NY)
22D, NPNYN

S TIOXYTO,PNIT HWNN NN MY DOYNIND DXMIPYN DD MY ,0)21M0 DONMPYI NP
UInternet-n nwao nwoy 111

7a5n 112

DOMPYN NN .1.1.3

Mooy .1.1.4

.(File upload) o>¥ap n»yv .1.1.5

LDMINK DXTIVN MY DOYSIND DMPYI NP

LDYTIVN PA YN NN TNND NP

:INTI ,DXTIYN 19DNY OXMPY DIPADNN ,0MNNON DININY NP

SNOUNNT IND DOMPY MPIONH NPINDH NIaN  .1.4.1
D 142

DVOpn My 1.4.3
NYANN NON XYY ,NOUNNN YTIVN P2 YDHNN NIV ONPYY KON MYN NPDN MONOVNNN NYIN
: DYNAN DYDYON NNN NN, NYITIN NYIPN NNXN N, IPIVIO NON

MNYIN NN NODN NN ,DXTIVNI YT0N NNVIN NPPTN NN NHNIND ,NMA) NNVIN NNI .1.5.1
BaRRARAATD

ONOND MTIWWY M .1.5.2
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